How to Install and Configure Linksys
WUSB54G Version 1 on Windows XP
SP1
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Notice 2007-08-25

This document was written in 2004 using Windows XP Service Pack 1 and a Linksys WUSB54G
Version 1 wireless network adapter. Its an informal document, the information has not been
maintained, and it is OUT-OF-DATE. NO SUPPORT IS PROVIDED FOR THIS UNOFFICIAL
DOCUMENT. IN ALL CASES YOU SHOULD PLEASE REFER to the CURRENT INFORMATION
provided by your hardware and software product manufacturers.

If you have lost your product documentation or installation software, then please visit the
manufacturer's web site http://www.linksys.com and get the current support information and/or
software for your exact product model and version number (usually on a label underneath the unit).


http://www.linksys.com/
http://www.linksys.com/
http://www.linksys.com/

Summary

Here is very short UNOFFICIAL and UNSUPPORTED summary of the steps for people who
are in a special hurry:

1 Make sure you know your wireless network name (SSID), security type (e.g. 64-bit
WEP, 128-bit WEP, or WPA-Personal), passphrase, and/or key.
If you don't know how to get this information, consult the documentation that came
with your wireless router, or visit the manufacturer's web site to find it.

2 Make sure you have the CORRECT Linksys driver software for YOUR PRODUCT
VERSION.
It's best to have the original CD, but if not you can download the drivers in a .zip file
which you then have to extract.

3 Use Control Panel to uninstall the old Linksys software and device driver if these are
present.

Unplug the network adapter.
Shut down.

Reboot.

Install the Linksys software.

o N OO o b

EITHER: attach the network adapter when the system tells you that you can;
OR: Shut down, count to ten, plug in the network adapter, and reboot. The network
adapter should now be operational.

9 Now configure the network adapter and make sure you save your profile.

10 DO NOT UNPLUG YOUR USB NETWORK ADAPTER. IT'S ANETWORK ADAPTER.
YOU WANT TO LEAVE IT PLUGGED IN ALL THE TIME.

NOTE: The screen shots in this document show Windows XP at Service Pack 1 level. The
network adapter used was a Linksys WUSB54G Version 1. By 8/2007, your Microsoft
Windows XP level should now be Service Pack 2, and the latest hardware version of the
Linksys WUSB54G is Version 4, but check which one YOU have. Some of the configuration
screens look different now, but most of the information is still good otherwise.

Installing the network adapter

Don't plug the adapter in yet. First install the driver. This is standard operating procedure for
USB devices.

Insert the Linksys CD for your WUSB54G and it should auto-play. If the CD does not start
automatically, you can browse the CD from Windows Explorer or My Computer and run the
Setup program that you will find in the “Drivers” folder.

If you lost your Linksys CD and you have downloaded a .zip file, then extract it and run the
Setup program that you will find in the top-level folder.

You might have to bypass a warning message about the driver not being signed.



After files get copied, if you get a message telling you to connect the adapter, then do so.
Otherwise shut down your computer, count to ten, then plug in the adapter, and restart the
computer.

Initially, your wireless connection may be disabled as the adapter is by default configured in
“Ad-hoc” mode.

‘Choosing a Configuration Method

If you are using Windows XP there are two ways you can configure your wireless connection:
1 Linksys Wireless LAN Monitor
2 Windows XP “Wireless Zero Configuration”

Usually by now you will have already installed the “Linksys WLAN Monitor” configuration
utility. This should create a new icon in the “System Notification Area” which is usually at the
right-hand end of the Taskbar where the clock and other icons appear. However, this might
not be installed automatically if CD autoplay starts and stops immediately. You might just see
a window flash across the screen, in which case only the driver got installed.

Installing and using the “Linksys WLLAN Monitor Version1.05” tells you how to install the Linksys
utility manually, how to configure your adapter using it, and how to save a profile.

Alternatively, you can use Windows XP to configure the wireless networking. See How to
configure using MS Wireless Zero Configuration

Installing and using the “Linksys
WLAN Monitor Versionl.05”
configuration utility

To install the “Linksys WLAN Monitor Version1.05” (configuration utility) manually, run
setup.exe from the Utility folder on the install CD. Then a new icon “Linksys Wireless-G USB
Adapter” should appear in the System Notification Area:

Double-click on this icon and the utility will start:



LiINnKSYS

A Division of Cisco Systems, Inc

Wireless-G USB Network Adapter

WLAN Monitor venion 1.08

Link Information

Ad-Hoc network not found

b&éﬁii:— & !b

Signal Strength Link Guality i

Initially you may get “Wireless connection unavailable” on the connection, and see the
message “Ad-Hoc network not found” as shown above.

This occurs because the adapter is not running in Infrastructure mode. Click on Site Survey:



%)

Wireless-G USB Network Adapter

WLAN Monitor venion 1.08

Below is the list of last found wireless connections available to your Wirsless USB
Adapter. To refresh the list, click the Refresh button. To connect 1o one of the connection
on the kst, select the desired connection then click Connact bution o connect

Wireless Mode -
Channel 4
WEP i
MAC X
Surveyed at -

Select the network you want to connect to, and then click on “Connect”:
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- Wireless-G USB Network Adapter

WLAN Monitor venion 1.08

Balow s the iist of last found wireless connections available to your Wireless USE
Adapter. To refresh the list, click the Refresh button. To connect 1o one of the connection
on the kst, select the desired connection then click Connact bution o connect

Wireless Mode -|nfraztruchue
Channel &

WEP =W EP Dizabled
MAC = D0-0F-66-91 -28-000
Surveyed at  -2.29.38 AM

You may see this message if you are using a static IP address:

WUSB11 Question? =

P |\ Your PC s current using "Static IP Address". Do you want to change to
'\—'/ "Obkain IP Address dutomatically” For wireless connection?

Click on “Yes”.

After a few seconds the connection should now become active:



LiINnKSYS

A Division of Cisco Systems, Inc

Wireless-G USB Network Adapter

WLAN Monitor venion 1.08

Link Information
oz lgformition,

You are connected lo the access point, but the Intemet cannot be found

S 5kl

=

Signal Srength . HHNEN Link ouality . HERREN J

Click on “More Information”:



LiINnKSYS

A Division of Cisco Systems, Inc

Wireless-G USB Network Adapter
WLAN Monitor veion 1.0

Link Information
O S—

Wireless Network Status TCP/IP Setting

Connected 1921681.103
lik.gyz M Hlult 255.255.255.0
Wetwork Mode |nfrastructure Default Gateway 192 168.1.1
Transfer Rate 24 .0 Mbps DHS 142161 2155
Channel G [2.437 GHz) DHCP Enable
WEP Dizabled

MAC 00-0F-66:91-28.00 [ Save o Profie

Signal Srength . HERNEEN Link ouality . HERRNNR J

Click on “Save to Profile”. You will be prompted to provide a name for the profile:

= o

Create connection profile

Enter a name for the new profile.

QK l Cancel 1

For example, use “linksys-infrastructure”. (In fact the default profile “linksys” already exists.)

‘Check Internet Options

Note that in Internet Options your proxy and default connection settings may have been
changed. (see the “Connections” tab, from Start/Control Panel/Internet Options):



- m,

Internet Properties @

@ Toset up an Inkernet connection, click
-__ Setup,

Dial-up and Yirtual Private Metwork, setings
| S8 MTS DU [ add

Remove

Choose Settings if you need to configure a proxy Settings...
server for a connection, —

) Mever dial a connection
%) Dial whenever a network, connection iz not present
() Always dial my default connection

Zurrent Mone Set Default

Local Area Metwork [LAM] zettingz

LAM Settings do not apply to dial-up connections, LAM Settings...
hoose Settings above For dial-up settings, -

il

[ OF, ][ Cancel J

If so, reset “Choose Settings” to use “Never dial a connection”, and use “LAN Settings” to
uncheck “Automatically detect settings” for your proxy.

Your connection should now be working, and you are ready to configure SSID and encryption,
or else your Wireless MAC filter.

‘How to configure SSID and WEP key in a new
profile



®)
LiINnKSYS

Wireless-G USB Network Adapter
WLAN Monitor veion 1.0

Chick the Profile name above and the Connect bution below lo use pre-configured
wirehiss natwork satlings. Use the menu balow o manage your wiréless network's
Profiles and Advanced settings.

Wireless Mode - [nfiastiucture
Transfer Rate - Auto
Channel - Aujto

WEP - Disabled

fd Default link sys
Hiicsys-infrast... linkzys

Connect m w .-T-u I‘hv '"”I "

Click on New:

L

Create connection profile

Enter a name far the new profile,

k. l Cancel

Provide a new profile name and click on OK.




®)
LiINnKSYS

A Division of Cisco Systems, Inc

Wireless-G USB Network Adapter

WLAN Monitor venion 1.08

Network Settings

(+ Obtain an IP address automatically (DHCP)
Sedect this option if you would like IP settings lo be assigned automatcally

" Specify the IP Address
Select this option if your network requires static IP address

IP Address : : . -m > : -

Subnet Mask .

Detault Gateway 3

Click on Next:



®)
I INnNKsYS

Wireless-G USB Network Adapter

WLAN Monitor venion 1.08

Wireless Mode

Please enter the S5ID for your wireless network,

S5I0 (Senace Sel IDeniifier] - A unique name shared among all points in & wirsless netwark
The S5ID must be identical for sach point in the wireless network and is case-sansitive
Choose the network mode that best suits your needs

s Infrastructure Mode
In mfrastreciure mode, the wireless devices communicate with each other and fo a
wirged nebwork via an Bccess point

" Ad-Hoc Mode
In Ad-hoc mode, the wirsless devices communecate direclly with each other withoul
the use of an access pain

Enter your SSID and select Infrastructure Mode.
Click on Next:



®)
I INnNKsYS

Wireless-G USB Network Adapter

WLAN Monitor venion 1.08

Wireless Mode

Please enter the S5ID for your wireless network,

mﬂustumar 10|

S5I0 (Senace Sel IDeniifier] - A unique name shared among all points in & wirsless netwark
Th S5I0 must ber identical for sach pont in the winsless network and is case-ssntifive

Choose the network mode that best suits your needs

s Infrastructure Mode
In mfrastreciure mode, the wireless devices communicate with each other and fo a
wirged nebwork via an Bccess point

" Ad-Hoc Mode
In Ad-hoc mode, the wirsless devices communecate direclly with each other withoul
the use of an access pain

At the next screen you are prompted for WEP key strength and passphrase:



®)
LiINKSYS
A Division of Cisco Systems, Inc

Wireless-G USB Network Adapter

WLAN Monitor venion 1.08

Security Settings

If your network requires WEP Encryplion, enter the WEP settings below.

Disabled 1=l

The Passphrase is case-sensifive and should be fewer than 16 characlers.
You may manually enter your WEP key in hexadecimal format below
Vialid hexadecimal characters are 079 and "A™-'F

You may manually anter your WEP key in hexadecimal formal bedow

Set the WEP strength you want (Disabled, 64-bit, or 128-bit) and key in a Passphrase if
required. Note that 128-bit WEP generates a key 26 hexadecimal characters in length, and
64-bit WEP generates a key of 10 hex characters:



%)
LINKSYS
A Division of Cisco Systems, Inc

Wireless-G USB Network Adapter

WLAN Monitor venion 1.08

Security Settings

If your network requires WEP Encryplion, enter the WEP settings below.
|128-bit/ 10 hex characters

The Passphrase is case-sensifive and should be fewer than 16 characiers.
You may manually enter your WEP key in hexadecimal format below
Vahd hexadecimal characters are 079 and "A™F

1mypassphrasem

You may manually anter your WEP key in hexadecimal formal bedow

ICE:ED:EI'I:ES SD:ET-E0:S4:54:E0.04:58:9E

I‘] 'I

Leave TX Key as 1 in most cases. Click on Next:



®)
LiINnKSYS D

Wireless-G USB Network Adapter

WLAN Monitor venion 1.0

A Division of Cisco Systems, Inc

= Customer ID
= |nfrastructue
= Auto

128 Bits

Mixed Mode i}
Use DHCP \P

\

Click on “Yes” to confirm.

Before you can use this profile you need to configure the router.

How to configure using MS Wireless
Zero Configuration

Microsoft Wireless Zero Configuration (WZC) replaces the use of the LinkSys WLAN Monitor
or Instant Wireless Configuration Utility. You either use one method or the other, and it is
simplest to go with whichever is already set up on your computer.

Usually WZC is already installed, but if it is not and you still want to use it, please refer to the
Microsoft web site for instructions.

To enable the WZC service, if you don’t see the Wireless Network tab in your Wireless
Connection Properties, most likely the service did not start. Open Administrative Tools in
Control Panel and select Services. Scroll down to Wireless Zero Configuration, Right-click
on it, and select Start. The service should now be enabled, and the Wireless Network tab
should now be visible in the connection properties (select the Wireless Network Connection
under Start/Control Panel/Network connections).

Note that when you enable the WZC service, the wireless connection will be reset (i.e. the



current connection will be lost).

You must disable, then re-enable the connection in order to regain it and you should see a
message like :

g LA L
| et ¥

i) Wireless Network Connection 5

2ne ar more wireless networks are available,

To see a list of available networks, click here,

,
E Micrasaft Frarn,., la’ % e
| %Services [ G m_}@ Thursday
E £ »d z004-08-05

Click on the connection icon in the System Tray, and continue below.

‘Wireless Network Connection Properties (using
WZC)

When you double-click on the balloon:

Wireless Network Connection 5 @

The following wireless netwaork[z] are available. To access a
wirglezs network, select it from the list, and then click Connect.

Available wirglezs networks:

1 . lik gz

Thiz wirelesz network, iz not secure. Because a netwark,
kew PWEPR] iz not used for authentication or for data
encryption, data sent over thiz netwark, might be subject to
unauthorized access.

-

[] &llows me ta connect to the selected wirsless network.,
even though it iz not secure

[f pow are having difficulty connecting to a netwaork, click Advanced,

(Service Pack 1)




Click on Advanced to proceed to configure the connection for WEP, etc., as at Wireless
Network Connection Properties:Wireless Networks below.

Otherwise, check Allow me to connect to the selected wireless network even though it is not
secure:

Wireless Metwork Connection 5 E]

The following wireless netwark[=] are available. To access a
wirelezs network, select it from the list, and then click Connect.

Auailable wireless networks:

1 linksys

key MWEP] 1z not used for authentication ar for data
encryption, data sent over thiz netwark, might be subject to

unauthorized access.

'T Thiz wirelesz network, iz not secure. Because a netwark,

Allow me to connect to the selected wireless netwark, |
even though it iz not secure

[f pow are having difficulty connecting to a netwaork, click Advanced,

LConnect ][ Cancel ]

(Service Pack 1)

The Connect button is then enabled. Click on this to connect, and you are done.

Wireless Network Connection Properties:
Wireless Networks



_. Wireless Network Connection 5 Properties '

Genera“ Wiireless Metwark s i.,ﬁ'dvancedl

[#] iU ze Windows to configure my wirsless netwaork, settings

Ayailable netwiorks:
To connect to an available network, click Configure.

[ i Iink.s_l,ls

FPreferred nebworks:

Autormaticaly connect to available networks in the order listed
belaw:

Add... Bemove '“'-'_-_'i.'==.'-":5:':' kA

Learn about zetting up wirslezs nebwork
configuration.

OF. ][ Cancel ]

Click on Add, and proceed below for WEP configuration, etc.

NOTE: Clicking on Advanced yields this pop-up menu:

Advanced b

Metworks to access

(%)t available network [access point prefened)

() Access point [infrastucture] netwarks only

() Computer-to-computer [ad hoo] networks only

[ &utomatically connect ta nan-prefered netwarks

Cloge

Usually you will want to select “Access point networks only”.




‘Wireless network properties Association tab

-

Wireless network properties x

Aszociation | Authentication

Metwark, name [S510);

Wireless netwark, key

Thiz network, requires a key for the following:
Metwark, Authentication: EI pen

Data encryption: '.'-.,.\:-'.E-F'-

The key iz provided for me automatically

[] This iz & computer-ta-computer [ad hoc] netwark; wireless
acces: points are not uzed

[ OF. ] [ Cancel

Enter the desired network name, etc.:



-

Wireless network properties

Aszociation | Authentication

Metwork. name [S5I0); lirk.zyz
Wireless netwark, key
Thiz network, requires a key for the following:
Metwork Authentication: EI pen v

Drata encryption: ";!;".E-F'. ';.v

The key iz provided for me autornatically

[] This iz & computer-ta-computer [ad hoc] netwark; wireless
access points are nat used

[ OF. l [ Cancel

NOTES:

1 Network Authentication should normally be set to Open.
2 Data encryption should be set to WEP.

3 To enter the Network key here you must uncheck “The key is provided for me
automatically”, and then provide the WEP key in the Network key and Confirm network
key fields. Use the hexadecimal value for the key (either 10 or 26 digits), using lower
case. A handy tip is to type up the key using Notepad and then copy and paste it
where required.



-

Wireless network properties

Aszociation | Authentication

Metwork. name [S5I0); lirk.zyz
Wireless netwark, key

Thiz network, requires a key for the following:

Metwork Authentication: She!r_n_a;l_ .' bl
Drata encryption: ";!;".E-F'. '?.v
NEtWDrkEE}': (A 1112l il i il i i lll] )
Confirrn network, key: sssssssesssssesEsERERENY
K.y index [advanced): 1

[] The key iz provided for me automatically

[] This iz & computer-ta-computer [ad hoc] netwark; wireless
access points are nat used

[ OF. H Cancel ]

Finally, click on OK and then disable and re-enable the connection in order to re-establish it.

‘Wireless network properties Authentication tab
The Authentication tab looks like this:



-

Wireless network properties X

Asenciation | Authentication

Select thiz option ta provide authenticated nebwork, access for
wirgless Ethernet networks,

[“]:Enable IEEE 802 1% authentication for this network:

EAF type: | Smart Card or other Cerlificate [
Authenticate as computer when computer information is available

[] Authenticate az guest when uzer or computer information iz
unavailable

OF. H Cancel ]

No changes should be necessary. Click on Properties:

‘SmartCard or other Certificate Properties



Fa

Smart Card or other Certificate Properties

When connecting:
) Use my smart card

{E:IEU ze a certificate on thiz computer

|ze zimple certificate selection [Recommended]
Walidate server certificate

[] Connect ta these servers:

Trusted Boot Certification Autharities:
[] FORO545 Canada |nc. T |
[] 4B&.ECOM Root Ca '
[] Autoridad Certificadora de la Asociacion Macional del Motaria

[] Autoridad Certificadora del Colegio Macional de Coreduria Pu

[] Baltimaore EZ by DST

[] Belgacom E-Trst Primary T

[] Ciwf HET SecureMet Ca Class &

[] Ciiwd HET SecureMet CA Class B [

[ Wiew Certificate ]

[]Usze a different user name for the connection

[ 1] $ _H Cancel ]

Again, no changes should be necessary.

How to configure Linksys WRT54G
Wireless Router

This is big topic outside the scope of this document. You need to refer to the documentation that came
with your router in order to be able to connect to the router configuration.

Managing the SSID

Make sure that you have set (and are able to use) the same SSID on both the router and the
client.

A change to SSID must be done separately because the WRT54G router configuration
application manages SSID in a different place in the web dialogue, and you will immediately
lose your wireless connection when you change the SSID

Only when the SSID has been changed successfully should you proceed to configure WEP.



How to configure WEP

LinksYSs'

& Divsian of Clsce Syvlems. e

Wireless

Setup

Wirsless Security

Securty Mode:

'[:‘g;hllT"&'lE‘ml B1I 020304

WEP Ercryption: | 126 bits 26 hex digits V]

PasspieaseE mypassphinzeoos | Generale |
Ky 1 CCE0A1 CASDEFEDNG4S4EDD45SBIE

Heny Z 150802 0CAT 209451 CIA292C84

Ky I0S0OAZIDCEZEFOFIET4A01BBE

Ky 4: S4BFA1ABFACIZ029E5E 3393040

Wireless

Firmiars Weriken vi 2T

WHTHIG

Wireless.G Broadband Router

Applicatians
& Gaming

Access
Resirictions

Seciifity Adminesiration

| Wreless Seourdy |

WEP -

Cancel Cranges

Select settings as above, click on “Generate”, and then click on “Save Settings”.

You will lose your Wireless connection until you reconnect with the correct profile.

N

How to configure Wireless MAC Filtering

You can use the router’s DHCP client list to make a list of the adapter addresses that you
want to permit on the Wireless LAN.

To check adapter MAC addresses otherwise, you can:

| Look on the box.
| In Windows 2000 or XP use ipconfig/all

| In Windows 98 or ME use winipcfg.



|  On OSX check the TCP/IP tab in Network Settings for the Airport device.

Then, on a LinkSys WRT54G router (for example), configure the appropriate settings:

LiINKSYS'

M (Dwiiony of Cisen Bysiema, Inc Forrpsares Sderpson wid 007

Wireless-G Broadband Router WHTESG

WiI"E|E55 CL Applicalions

Wiralens Security - Adminislralion Status

Wirgless MAC FRer (5 Enablbe ) Disabile

Prevark 2 Prevent PCe st from accossing e wirsiess
network

Peimit oniy: (%) Petmit only PCs isted 1o access the wirskess retwork

| Edit AL Filter List

Click on “Edit MAC Filter List” to add MAC addresses, and then save these settings.
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